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SECTION 1

| NTRODUCTI ON

1.1 Background. The Executive Branch Network Engi neering Branch
of the Defense Information Systens Agency (DI SA) is the designat-
ed Program Managenment O fice (PMO) for the Secure Video Tel econ-
ferencing System (SVTS). As Program Manager, the Executive
Branch Network Engi neering Branch wll over see the technical
integrity and security of the SVIS. The SVTS Network Certifica-
tion Working G oup (NCW5 wi Il ensure that all proposed system
changes neet the stringent security requirenents of the SVTS.

Any changes to the system nust ensure the continuing integrity
and security of SVIS capabilities. This will be acconplished

t hrough strict adherence to the Configuration Managenent (CM
procedures set forth in this plan.

1.2 Purpose. This plan establishes the follow ng CM policies and
pr ocedur es:

a. The organizational structure, responsibilities, and
rel ati onships involved in the CM process.

b. The process for expanding the systemto respond to
changi ng user requirenents by defining procedures for the
processi ng of change proposals.

c. The procedures by which a contractor inplenents changes
and nodifications to the SVTS hardware and software, and by which
commercial off-the-shelf (COIS) software is integrated into the
system The objective is to establish a repeatable process for
devel opnent and nmai ntenance of the SVTS hardware and software.

1.3 Scope.

a. This docunent provides Configuration Managenent (CM and
Sof t war e Managenent procedures which ensure that any changes to
the existing systemw || support the continuing integrity and
security for SVIS capabilities. The plan establishes a process
for expandi ng and changing the systemto respond to changi ng user
requi renents by defining procedures for processing change propo-
sals. Further, the plan identifies the organizational structure,
responsibilities, and relationships involved in the CM process.
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b. This plan defines software |ifecycle managenent fromthe
devel opnent of a task for a system change or the issuance of a
Software Trouble Report (STR) to the installation and postrel ease
testing of a newrelease in the field. Software maintenance is
al so included. This plan addresses the specific steps and veri -
fications that will be perforned during the software |ifecycle.

1.4 Applicability and Authority.

a. This SVTS Configuration Managenent and Software
Managenment Plan is a tailored or nodified version of the Mlitary
Standard for Configuration managenent (M L-STD-973), the Mlitary
Standard for Defense System Software Devel opnent and Docunent a-
tion (ML-STD 498), and the SVTS Network Security Mnual .

However, in the event of a conflict between this plan and the
references cited above, the text of the references takes prece-
dence. The contractor shall bring all discrepancies to the
attention of the Governnent.

b. The provisions of this plan apply to all activities
i nvol ved in the devel opnent, inplenentation, operation, and
mai nt enance of the SVTS.

C. The docunent will be used as a guideline for

contractors and the Governnment and its representatives for the
devel opment and installation of hardware and application software
and the integration and installation of COTS software. Each step
in the software life-cycle for a software change is descri bed.
The section on Software Managenment will be used to manage the
devel opment effort or maintenance effort to inplenment software
changes.

(1) The nanes and | ocations of files and directories,
the format and content of the Software Version Description (SVD)
Docunment, and procedures for the production of formal tape
buil ds, running check suns, downl oading files and other software
devel opnent/ operating procedures are covered in the SVTS
Programmer's Mai ntenance Manual and the SVTS Software
I nstal |l ati on Manual .
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SECTI ON 2

CONFI GURATI ON' MANAGEMENT

2.1 CM ORGANI ZATI ON AND RESPONSI BI LI TI ES. The organi zati onal
structure for Governnent CMis depicted in figure 2-1. Specific
responsi bilities of organizations involved in the CM process are
identified in the follow ng subsections.

2.1.1. CM Responsibilities.

a. Configuration Control and Approval .

(1) Si tuation Support Wrking Goup. The Situation
Support Wrking Goup (SSW5 w Il function as the Configuration
Control Board (CCB) and will serve as the body that controls
changes to the baseline system The SSWG wi || be conprised of
individuals fromthe user comunity, the National Security Agency
(NSA), and the PMO. The SSWG Chairman or his designated repre-
sentative will be the approving authority for all proposed
changes. Specific responsibilities of the SSW5 are as foll ows:

(a) Provide managenent focus for all proposed
changes during the eval uation and approval process.

(b) Establish priorities and schedul es as
necessary to allow for a snooth integration of any proposed
changes.

(c) Provide managenent gui dance and direction
relative to funding and resource thresholds for any proposed
change.

b. Configuration Managenent. The SVTS Program Manager wil |
be the principal Configuration Manager. Proposed changes will be
submtted to the Program Manager for coordination of the techni-
cal and security evaluations. The evaluation and recomrendati on
process wll occur prior to subm ssion of the change proposal to
the SSWG for approval or disapproval. Specific Program Manager
responsibilities include, but are not limted to itens 1-10.
Contractor assistance nmay be required to carry out the
responsibilities.

(1) As necessary, designate a Principal Action Oficer
(PAO) to evaluate inpacts of the proposed change, to assess
conpl eteness and to ensure tinely processing.
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(2) As necessary, designate technical representatives
to performan evaluation of the technical inpacts of a proposed
change (see paragraph D.).

(3) Prepare a prioritized schedule of change processing
actions.
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(4) Forward, concurrent with technical review by the
PAO, copies of the change proposal to interested agencies for
review (including the technical representative for prelimnary
review prior to the convened SSWG neeti ng).

(5) Schedule the SSWs neetings and forward to SSWG
menbers the neeting notification, neeting agenda, and the change
proposal (s).

(6) Record and publish the SSWG acti ons and provi de
copies to all interested parties expected to be inpacted by the
SSWG deci si on.

(7) Determne that an approved change has been properly
tested and i npl ement ed.

(8) Establish and maintain a CMIibrary of baseline
docunent ati on, drawi ngs, and technical manuals (see section
2.2.2); ensure that the approved change has been incorporated
into the baseline docunentation.

(9) Inplenent a status accounting system (see section
2.4) and nmonitor the status of all change actions.

(10) Ensure adherence to and periodic reviews and
update of this CM pl an.

c. Change Eval uation and Processing. The PAOw Il be a
representative fromthe PMO. As directed by the Configuration
Manager, the PAOw Il have primary responsibility for technica
eval uation and processing of all change proposals. Specific
Configuration Manager responsibilities include, but are not
limted to itenms 1-3. Contractor assistance nmay be required to
carry out the responsibilities.

(1) Ensure conpleteness and inclusion of all supporting
techni cal docunmentation in the change proposal package, including
changes to configuration draw ngs, interface docunents, and
nomencl ature for interfacing Configuration Itenms (Cls), affected
docunent identification, change pages for affected specifica-
tions, Comercial Of-the-Shelf (COTIS) descriptions, and software
version descriptions or conputer programlistings.

(2) Review the change proposal and evaluate all inpacts
on the configuration itens with which the proposed change w |
interface. At a mnimmthe review should include consideration
of the follow ng itens:
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(a) Security inpacts.

(b) Cost of the change to the Governnent,
contractor, or user.

(c) Schedul e inpacts.

(d) Logistics requirenents.
(e) Maintenance support.
(f) Interface inpacts.

(g) Skill, manning, training, and man-
machi ne interface requirenents.

(3) Based on the technical evaluation and
recommendati ons of other interested agencies, prepare and present
to the SSWG a briefing that sunmarizes reconmendati on, including
the positions of various agency representatives expected to be
i npacted by the proposed change.

d. Change Techni cal Evaluation. As required, the Program
Manager w Il assign governnment technical representatives to
provi de an eval uation of technical inpacts of the proposed
change. Contractor personnel may be required to assist in this
eval uation. The governnent technical representative wll assist
in the review process and in determning the appropriate action
for change proposal s brought before the NCWa  The gover nnment
techni cal representative and contractor personnel who assist in
these efforts nmust be know edgeable in the areas of security,
| ogi stics, training, and mai ntenance relating to the hardware or
software environnment. Specific responsibilities include, but are
not limted to, the foll ow ng:

(1) Review the change proposal prior to the schedul e
SSWG neet i ng.

(2) Advise the convened SSW: on the technical inpacts
of the proposed change.

2.1.2 CM Rel ationship to O her Organizations

a. Node/ Hub Confi gurati on Control Managenent. The
Node/ Hub I nformation System Security Oficer (NI SSO H SSO w ||
serve as the focal point for CMand control of user-proposed
changes to the baseline system The NISSO H SSO wi Il ensure that
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all change proposals are submtted in the proper fornmat to the
Program Manager for formal processing, and wll ensure clarity,
conpl eteness of technical content, and adequacy of i npact

st at ement s.

b. Network Certification Wrking Goup. As the group
responsible for certification and recertification of the SVTS,
the NCWG will be the final authority to determne if an approved
change has been correctly inplenented. Cose |iaison wll be
mai ntai ned with the SVTS Network Security Oficer and the Program
Manager in the coordination, testing, and recertification
process.

2.2 CONFI GURATI ON | DENTI FI CATI ON.

2.2.1 Configuration Itens (Cl). The current configuration
identification represents the baseline for the Cls for hardware,
software, and facilities. Cls consist of (1) segnents, that

refer to the node, hub, and related tel econmunications; and (2)

el enments, that refer to hardware and software nodul es that make
up the segnents. Cls will be used primarily for CMof the system
and for identifying specific site configurations.

2.2.2 Baseline Docunentation. Al Governnent-approved baseline
docunentation for each C wll be placed under configuration
control. These docunents will be subject to nodification and
updat e as changes are approved. 1In all cases, references to and
changes in the baseline docunentation will be made to the current
version of each docunent. For each new software rel ease and
hardware installation, the contractor shall update the CM base-

I i ne docunentation and generate change pages. Baseline docunen-
tation for the SVTS segnents and el enents are contained in the
fol |l om ng docunents:

a. Hardware and facilities docunmentation:
(1) Engineering and Installation Plans

(2) Governnent - Furni shed Equi pnent/ Gover nnent -
Fur ni shed Manual s.

(3) COTS equi pnent descri ptions
(4) External ports interface docunents
b. Sof t war e docunent ati on:

(1) Software Installation Mnual
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(2) Functional Specification
(3) SystemlInterface Specifications

(4) Software Program Specifications for the HCP, NCP
UCT, and Data and Systens Uilities

(5) Software Program Mai ntenance Manua
(6) Network Controller Manua

(7) System Controller Manua

(8) Technical Controller Mnua

(9) Hub QOperations Manua

(10) Node Operations Manua

(11) Node Training Mnual

(12) Hub Trai ni ng Manual

(13) SVIS Techni cal Manual

(14) Program Docunentation for the SVTIS Support System
(15) Operation and Mii ntenance Manual

2.3 CONFI GURATI ON CONTRCL.

2.3.1 Change Processing. Configuration control of the change
process will ensure that the full inpact of proposed changes to a
Cl is considered before change approval is given. The change
process is depicted in figure 2-2 and is described in itens a-f.
The contractor may be required to assist in each of these itens:
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Change Process Flow Diagram
a. When the need for a change becones apparent, a change
proposal may be initiated by the user, the devel opnent
contractor, the PMO or other agencies involved in SVTS
devel opnment and i npl enent ati on.

b. Each change proposal w |l be acconpani ed by supporting
docunent ati on and a Specification Change Notice (SCN) (CDRL AO1l1)
if changes to a specification are required.

C. The change proposal will be forwarded to the Program
Manager for prelimnary review to ensure conpl eteness of docunen-
tation. The Program Manager will distribute the change proposal

to the assigned PAO, the SSW5 technical representatives and any
other interested parties for review and recommendati ons. These
recommendations will be eval uated and coordi nated by the Program
Manager and forwarded to the SSWs for final approval or

di sapproval .

d. The Program Manager wll initiate the change
i npl emrentation process if the change proposal has been approved,
or archive the change proposal if it has not been approved. The
change nmay be inplenented by the user, the PMO, the devel opnent
contractor, or other agencies involved in SVTS inplenentation
t hrough the standard acquisition process or COTS acquisition

e. The Program Manager w |l determ ne, through on-site
i nspections or evaluation of test reports, that the change has
been correctly inplenented.

f. As required, the SVIS will be certified by the NOWG for
conti nued operations.

2.3.2 Reporting Docunentation. The change proposal wll
provi de extensive docunentation to support and justify the
request. It will contain a conpilation of the information needed
by the decision maki ng organi zations and wll detail the
proposal's inpact on the approved baseline, cost, schedul e,
interfaces, security, logistics, maintenance, and training. The
format for the change proposal is provided in annex A. An inpact
anal ysis checklist is provided in annex B. Each change proposal
w Il include an SCN for each specification recommended for
change. The SCN will identify a proposed change to a
specification, provide a record of the change, and transmt the
change pages.

2.4 CONFI GURATI ON STATUS ACCOUNTI NG The Program Manager wi ||
mai ntain the records and conpile the reports necessary to nanage
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the configuration effectively. Status accounting will provide
traceability of the approved changes to their configuration,
baseline. Records will include the technical docunentation that
defines the configuration of a Cl, the status of proposed changes
to that configuration, and inplenentation status of the approved
changes for each C.

2.4.1 CMLibrary. The Program Manager is responsible for

mai ntaining a library of CM baseline docunentation to support
status accounting reports for each Cl. The contractor shal
assist in this effort at the direction of the program manager.
This library will contain the technical data necessary to

mai ntai n these reports. The Program Manager will have the
responsibility to ensure that status accounting records continue
to reflect the | atest configuration of any of the delivered
itens. At a minimum the CMLibrary will contain the follow ng
itens:

a. Docunents listed in section 2.2.2 and approved
changes to the baseline docunents.

b. Al proposed changes.

c. The following list represents the type of data
required for maintaining status accounting records of the SVTS
and its cis:

(1) The specific nonenclature which identifies each
configuration item

((2) The title, CDRL nunber and revision, and issue
date of each specification and drawing that is a part of the
baseline for each configuration item

(3(3) | dentification of change proposal for
that configuration item

(4) Identification and inplenentation data for
approved changes to the configuration item

d. Status accounting records will be initiated upon
recei pt of a proposed change by the Program Manager and updat ed
periodically throughout the approval, inplenentation, and certi-
fication cycle. Reports wll be issued as necessary.

2.4.2 Site Configuration Inspection. Sites wll be inspected
periodically for conformance to the approved configuration for
that site. No nodification will be made to the baseline system
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prior to approval of the SSWa Any nodification will be nmade at

i ndi vidual sites that has not been approved by the CMAG wi || be
reported to the Network Security Oficer as a violation of system
security. This action may result in |loss of site or system
certification for continued operations.

2.5 CONTRACTORS CONFI GURATI ON MANAGEMENT PLAN (CDRL C001). The
Confi guration Managenent Plan shall provide detailed information
about how the contractor will fulfill his/her CM
responsibilities, with particular enphasis on the work descri bed
above in this section (Section 2) of this Configuration
Managenment & Sof tware Managenment Plan. The contractor:=s

Confi guration Managenent Plan shall include the contractor=s CM
organi zation structure, personnel involved with the CMeffort,
procedures for change proposals, organi zation and procedures for
the CMIlibrary, the system and procedures for CM status
accounting, procedures for technical evaluations, update
procedures for changes to baseline docunentation, and procedures
for configuration control. In preparing the Configuration
Managenment Pl an, the contractor should confer with the PMOto
determ ne the extent of contractor involvenent that the PMO
anticipates will be required in the various aspects of the CM
effort.
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Section 3.0

SOFTWARE MANAGEMENT

3.1 Section Introduction and overview. Section 3 addresses
sof t ware managenent and provides the detail ed procedures and
processes which a contractor shall use when inplenenting software
changes to the SVTS software.

a. The SVTS software is currently witten in DEC VAX PASCAL
BORLAND TURBO PASCAL t he know edge- based engi neering | anguage
GENSYM &, and DEC DCL operating system|level command interpreter
(script) language. Additionally, the COIS software packages used
in the systemare |listed in paragraph 2 of Appendix C. Total
SVTS software consists of approximately 200K source |ines of code
di stributed anongst multiple platforns and applications.

b. The contractor shall be responsible for performng
engi neering changes as tasked; for maintaining the devel oped
system software; for providing the | atest versions of the operat-
ing systemsoftware and the |l atest version of all COIS software;
and for maintaining operating systemsoftware and all COTS
sof t war e.

3.2 Contractor:=s Software Devel opnent Plan (CDRL S001). The
Sof t ware Devel opnent Plan shall include the contractor's software
managenent organi zati onal structure, personnel, installation and
mai nt enance procedures, software devel opnent |ibrary organization
and procedures, software devel opnent files, and handling of
project nmedia. The plans and procedures for ensuring that the
formal release version is error-free and exactly the sane as the
version tested during the test phase shall be included. The plan
shal |l include controls for the secure novenent of formal
tape/disk builds to the field.

The contractor shall use the NSA-approved and Gover nnent

furni shed CHECKSUM utility software in the contractor's plans for
sof tware devel opnent to certify that the software nodul es pl aced
in a formal tape/disk build are exactly the same as those
installed in the field. (CHECKSUM is a SVTS-uni que conputer
programthat generates a uni que nunber for all executable

nmodul es, data files, and operating systemlevel command
interpreter (script) language files in a release. It is based on
a bit-by-bit checking on each file. When run against the fielded
sof tware rel ease CHECKSUM

di splay which files, if any, have changed fromthe build

t ape/ di sk.)
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3.3 New Tasks. The contractor will receive task orders fromthe
Governnment to perform software upgrades and changes or to perform
i nvestigations or studies which could eventually lead to a soft-
ware change. An investigative task is a nmechanismto provide the
Governnment with alternative nmethods of changing or upgrading a
current function of the system The result of a task will be a
set of options with estimted inplenentation costs.

3.3.1 CGovernnent Responsibilities.

a. The Governnent will provide the contractor with
tasking to performnew work. This new tasking or the Software
Troubl e Report (STR) described in section 3.4 is the basis for
software corrections. New taskings are also the basis for
i nvestigations for potential changes.

b. The Governnment will witness all tests, formal build
processes, and CHECKSUM generations and for verifyi ng CHECKSUM
reporting in the field.

C. The Governnment will verify seal ed tape/disk rel eases
have not been tanpered with. The Governnent will verify software
has been properly install ed.

d. The Governnment will review and approve design and in-
progress reviews, all schedules, and all delivered docunentation
i ncluding test plans, test descriptions, and test reports.

e. The Governnent will determne the criticality of
problens identified in STRS. The Governnent will determ ne when
to rel ease software and which task orders and STRs to place in
each rel ease.

3.3.2 Contractor Responsibilities.

a. The contractor shall performno software devel opnent
nor will the contractor conduct any software investigations
w thout a task order fromthe Governnent. No coding shall be
initiated for a task until the Governnent has approved the Preli-
m nary Software Design Docunent. Governnent tasking is required
for prototype efforts. The contractor is not prohibited from
perform ng exam nation and review of the existing software code
w thout a task order in order to performan analysis of the scope
of a problem and/or the inpact of a potential software change to
the existing system

b. The contractor shall do software nmai nt enance.
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C. Except in the case of enmergency STRS, the contractor
shall do no software coding until the Governnment has approved the
Prelim nary Design Docunent.

3.3.2.1 Subtask/ STR Form and SDF. The contractor shall be
responsi bl e for maintaining a Software Devel opnment File (SDF) in
conformance with ML-STD 498. The SDF shall contain the sub-
task/ STR fornms and programmer notes for each subtask/STR.  The
SDF will include the subtask/STR form design notes, information
docunent ati on updates, and test plans. The SDF shall i nclude
records of decisions nmade, supporting information on which
deci sions were based, and the concl usions reached.

3.4 Software M ntenance.

3.4.1 Introduction. The contractor shall provide 24 hours per
day, seven days per week, on-call software nai ntenance support
for all SVTS software including in house devel oped code, the
operat- ing systemsoftware, and all COIS software listed in
paragraph 2 of Appendix C to the statenment of work. The
contractor shall provide software support to correct any software
related mal func-tions, design errors, logic errors, or
i npl enentation flaws. The contractor shall keep up to date with
publ i shed deficiencies, problens, solutions, patches and
wor karounds for all SVTS COIS software, to include the SVTS
operating systemand all other COIS software in use in the SVTS.
The contractor shall keep the government apprised of this
informati on and shall indicate which itens may inpact SVIS
operations. The governnent nmay require selected itens to be
included in the Software Trouble Report (STR) process.

3.4.2 Overview. This subsection on software maintenance

descri bes the procedures or steps involved in the reporting, in-
vestigation and correction of possible software problens in SVTS
devel oped code, the operating systemsoftware, to include script
files, the expert systemand its related software, and all system
software including COTS software. Also included in this subsec-
tion are the steps to be followed for maintaining COTS software
and the operating system software.

3.4.3 Software Trouble Reports. Upon discovering a possible
software problem the person (Governnment or contractor) making

the discovery will fill out a Software Trouble Report or STR
(CDRL S010) and submit it to the contractor's Configuration
manager. The ori- ginator of the STRw Il fill out, as a

m ni mum his name and phone nunber, the date, the title of the
STR, and the trouble descrip- tion. The contractor shall fill
out each entry on the STR form

APPENDIX G S17-



The STR provides an internal procedure for reporting and tracking
software or software rel ated problens. The cost, inpacts, and
all possible solutions are docunented on the STR form The STR
W Il include inpact in estinmated Source Lines of Code (SLOC) to
be changed and staff-hours to conplete. Sone solutions may
require nodification, renoval and/or addition of |ines of code.

3.4.4 Managi ng Energency Fixes. The contractor's Configuration
Manager shall inmmediately log all reported STRs to all ow tracking
of all phases of software related updates. Upon notification of
a

potential software problem the contractor shall imrediately
noti- fy the Governnment of the problem The Governnent wll
determ ne whether the correction of a software problemw || be
installed in the systeminmediately or as part of a future
software rel ease. The Governnent will determ ne whether the
problemidentified in the STR has resulted in or could result in
a failure which criti- cally inpacts SVTS operations (e.qg.,

probl ens which can cause total systemfailure, failure of system
functional capabilities, failure inpacting upon system security,
or failure of systemcon- trol elenents, which preclude use of
the system functional capa- bilities, or systemcontrols). |If

t he Governnent determ nes that the problemcorrection is critical
to SVTS operations, then the contractor shall determ ne a
solution, nodify and test the code, and install the corrected
code in the field following the rel ease procedures described in

section 3.9.1.2 within 48 hours. 1In the case of failures which
i npact system security, the contractor shall inplenment the change
i mredi ately. In no case shall the contractor install software

changes in the field w thout Governnent approval.

3.4.5 Software | nplenentation.

a. I f the Governnent determ nes that a reported problem
does not present a condition which would critically inpact upon
SVTS operations, then the contractor shall provide the Governnent
a conplete analysis of the STRwthin ten working days after the

probl em occurred. If the problemis found to be hardware, it
wll be so noted on the STR and turned over to mai ntenance for
correc- tion. |If the problemis found to be software it wll be

turned over to the contractor's software devel opnent team for
resol ution.

b. The contractor shall determ ne inpacts, determ ne
possi bl e solutions, and reconmend a solution to the Governnent
(this is the Prelimnary Software Design Docunent of section
3.6.1). Governnent approval is required before a software
solution can be inplenented. |If the proposed solution is not ap-
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approved by the Governnent, the STR wll be returned to the con-
tractor for further evaluation. The approval stage wll continue
until a solution is agreed to by both the Governnent and the
contractor.

C. Upon Gover nnent approval the contractor shal
i npl enment the solution, verify the solution with Government wt-
nessing using the test requirenents of section 3.8 with
Governnment wi tnessing, and capture the rel ease as described in
section 3.9.

3.4.6 Software Devel opnent Files. See subsection 3.3.2.1.

3.4.7 Software Rel eases. The Governnment will determ ne whet her
the contractor will install the fix as part of a future schedul ed
rel ease for enhancenents, or to install it by itself or as part
of a mai ntenance rel ease. The Governnent may require the
contractor to install up to three (3) software rel eases for

mai nt enance per year (this is over and beyond energency rel eases
to fix critical problens).

3.4.8 (Operating System and COTS Software. The contractor shal

be responsible for maintaining the operating system software and
COTS software as described in section 3.1.1.3.3 in the statenent
of work.

3.5 Software Designs. The contractor shall be responsible for
maki ng prelimnary and detail ed designs for all software changes
to be made, including changes required by Governnment task orders
and statenments of work, and those changes required in order to

i npl ement fixes to problens docunented in STRS.

3.5.1 Prelimnary Software Design. The contractor shal

develop a Prelimnary Software Design Docunment using CDRL S002
for all software changes which will be required as the result of
a Governnent task order or that will be required in order to
correct a software problem which has been identified in a STR
The prelimnary software design will include, but not be limted
to, a high-level description of the design approach, alternatives
consi dered, and the reason for selecting the recommended
approach, and the schedul e for designing, coding, testing, and
installing the change. The design shall include nodules to be
changed, their function and reason for change, interfaces to

har dwar e and ot her software conponents, flow diagrans, and draft
copi es of proposed human interface screens which woul d be
nodi fi ed or changed.

3.5.2 Detailed Software Design. After conpletion of the
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Sof tware Design Review and after the contractor has
satisfactorily conpleted all action itens which resulted fromthe
revi ew, and upon Governnment approval of the Prelimnary Software
Desi gn Docu- nent, the contractor shall devel op a Software
Det ai | ed Desi gn Docunent for all new task orders for software
changes and

for all software changes required to correct problens identified
in a STR The detailed design docunent will be used to verify
conpl et eness, consistency, and traceability to requirenents and
system desi gn specifications and budgets. The draft detailed
desi gn docunent will be the basis fromwhich the contractor shal
devel op code.

3.5.3 Designs for Enmergency STRS. Energency software probl ens
as defined in section 3.4.4 shall be corrected i medi ately. The
desi gn approach shall be discussed orally with the Governnent,
but the necessary design docunents shall be provided within 45
cal en- ndar days after the change has been installed in the
field.

3.6 Software Design Review and | n-Progress Revi ews.

3.6.1 Software Design Revi ew

3.6.1.1Ceneral. The contractor shall conduct a Software Design
Review within one nonth of the start of a Governnent ordered task
for a software enhancenent or investigation/study. Software De-
sign Reviews for correcting problens docunented in STRs shall be
conducted within 2.5 nonths prior to the Governnent schedul ed

rel ease dates for the STR (except in the case of enmergency STRs
di scussed in sections 3.5.3).

3.6.1.2 Software Enhancenent/ STR Soft ware Design Review. A
Sof t ware Desi gn Review shall be conducted by the contractor for
all software enhancenments and for STR corrections. At the review
the contractor shall discuss the status of the task/STR the Pre-
[imnary Design Docunent, and other issues concerning the design
and i npl ementation of the task/STR

3.6.1.31nvestigative Study Software Design Review A Software
Desi gn Revi ew shall be conducted within 21 cal endar days fromthe
start of a Governnment task order for an investigation or study.

At this review the contractor shall present the status of the
study, the contractor's approach for investigating the problem

i npacts, alternatives, advantages/di sadvant ages, the schedul e,
the work remaining to be done, and any other issues pertinent to
t he conduct of the study.
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3.6.1.4 Conduct of Software Design Reviews. An agenda and
participant list for the Software Design Review w || be esta-
blished jointly by the contractor and the Governnent at |east one
week prior to the review. The Governnent will receive copies of
t he revi ew package one week prior to the review. During the
review, any specific areas of concern will be discussed by the
Governnent and the contractor, and action itens wll be assigned.
The contractor shall use CDRL AO0O5 to prepare m nutes of the
review including the action item assignnments and the schedule for
conpleting the action itens. A prelimnary assessnent of the
potential cost and schedule inpact will be included in each
action itemthat affects the proposed design of a task. The
m nut e=s package shall be sent to the Government within one week
after the review. Upon receipt of the conpleted action itens,
the Govern- nment will provide necessary direction to the
contractor, including selection/deleletion of itens for a given
rel ease and/or adjust- nents to the cost and schedule for a given
rel ease. The Govern- nment will approve the final mnutes and the
Government will distribute them The contractor shall not
commence detailed designs until the Government has approved the
Prelimnary Software Design.

3.6.2 In-Progress Reviews. |n-Progress Reviews shall be
conducted as specified in the Governnment issued task order, and
as the need arises as nutually agreed to by the Governnent and
the contractor.

3.7 Software Coding. Software coding shall be devel oped in
accordance wth the software design as specified in the Software
Det ai | ed Desi gn Docunent (CDRL S002). If, while devel opi ng new
code or nodifying existing code, it is necessary to nake design
changes, the Software Design Docunent shall be updated to reflect
t he changes. No coding shall begin until the draft Software
Det ai | ed Desi gn has been conpl et ed.

3.8 Software Testing.

3.8.1 Overview. The contractor will be responsible for
verifying that all devel oped software is functioning properly by
devel opi ng for CGovernnent approval and conducting with the
Governnment as witness, various |levels of individual functional
and regression tests. The contractor shall be responsible for
devel oping a test plan and a prerel ease test, a post rel ease
test, and field test for each software rel ease. The prerel ease
test shall include individual tests to test specific changes nade
as a result of a task order or STR and a system regression test
whi ch ensures the proper functioning and performance of the total
system functions and services. The Post Rel ease test shal
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verify that the formal build software and the routines/procedures
to automate the distribution of the software in the field, is
functioning properly. Additionally, the contractor is strongly
encouraged to conduct individual unit tests to verify the
functionality of individual software units (conputer prograns and
subroutines) as they are developed. Al test plans and results
shall be kept in the Software Devel opnment File (SDF). No
alterations of the code wll be nmade during any of the testing
(except for unit testing) in order to insure the validity of the
rel ease. During testing

and upon CGovernnent approval, the contractor may nodify a test

pl an, but a new plan nmust be witten within 24 hours after the
Gover nment approval .

3.8.2 Software Test Plan. The contractor shall provide the
Governnment a Software Test Plan that describes the integration
and test strategy, identifies essential test resources required
for

integration testing and establishes the schedule for such
activities. The Software Test Plan format is described in CDRL
S007.

3.8.3 Unit Testing. As the contractor devel ops code for a
task unit (individual conputer program or subroutine) or STR
unit, he should devel op and execute tests to verify the
functionality of each unit. The contractor does not need
Government approval for the individual unit tests, but the test
codes, procedures, and results shall be kept in the SDF. Sone
of the unit tests which the contractor shoul d consider
conducting include, but are not limted to, the foll ow ng:

a. Source Code Fil es:
Use a synbolic debugger or devel opnent of special test cases.

b. Screen Managenent Files: Software shoul d be executed
to display all nodified or devel oped FMS screens.

C. Message Fil es:
The correspondi ng software unit which uses the nessages defined
in the Message file should be executed to verify the content and
the correct function of the nodified nessage.

d. Data Fil es:
Sof tware which reads nodified data files and nodi fi ed software
which read data files should be tested.

e. Script Files:
Modi fi ed/ added command files and the software units which invoke
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t hese command files should be executed to verify that they pro-
duce the desired results.

3.8.4 PreRel ease Testing.

3.8.4.1Ceneral. The contractor shall generate a prerel ease
build prior to conducting the prerel ease tests.

a. This test build wll incorporate all the changes to
be included in the formal release, but it will not be formally
pronoted to the release library. The prerelease build shall be
free of all conpilation and link errors.

b. The prerel ease tests shall include individual
functional and regression tests (CDRL S008) and a system
regression test (CDRL S008).

c. The Individual Functional/Regression test plans shal
be included in the subtask/STR SDF fol der. The prerel ease tests
wll be witnessed and approved by the Governnent.

3.8.4.21ndividual Functional /Regression Tests.

3.8.4.2.1 Ceneral. The Individual Functional/Regression tests
w Il be used to ensure the functional performance of the system
and the SVTS services.

a. The contractor shall devel op an Individua
Functional / Regression test as part of the conpletion criteria for
each subtask/STR form The tests will isolate each change in the
system and verify that changes conformto the functional and
software design requirenents. Functions |likely to have been
changed will be regression tested at this tinme to ensure that
they still performcorrectly.

b. During all tests, the contractor or a Governnent
representative shall docunent any I|ndividual Functional/Regres-
sion test failures on a cooment form The Governnent will have
one week to provide comments to the contractor on the Individual
Functional / Regression test failures. Al Individual Functional/
Regression tests which failed during testing shall be success-
fully retested with Governnent w tnessing and approval prior to
the System Regression test.

3.8.4.2.2 Description of Tests. Each test will verify a
particul ar change froma system w de perspective. The individual
functional test will verify the direct results of a specific
change, and the regression test will verify the indirect (e.g.,
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the rel ationship of the added or changed unit to the rest of the
systen) results of each change. Each Individual Functional/Re-
gression Test (CDRL S008) will include, but not be [imted to, a
task identifier, responsible engineer, brief description of
probl em and probl em sol ution(s), test cases, step by step func-
tional tests, regression tests, DE& resources required, and tine

to performtests. The tests will be w tnessed and approved by
Government representatives.

3.8.4.3 System Regressi on Test.

3.8.4.3.1 CGeneral. The System Regression Test will be a set of
system |l evel tests that ensures the proper system functioning and
performance of the total systemfunctions and services. This
test ensures that software nodified in one nodul e, does not
adversely affect other software nodul es or the hardware/software
interface.

3.8.4.3.2 Description of System Regression Test. The System
Regression Test verifies the functionality of the entire SVTS
system The Governnment wll w tness and approve the test. This
test shall followonly after a satisfactory retest (should any be
requi red) of the Individual Functional/Regression tests. The
System Regression Test will use the sane test rel ease software
that is used for the Individual Functional/Regression tests. The
System Regression Test format is described in CORL S008. If a
part of the System Regression Test does not work, the Governnent
w Il decide as to which step to back up to, or, if necessary, to
restart the test fromthe beginning.

3.8.4.4Test Failures and Recovery for PreRel ease Tests.

3.8.4.4.1 Detection/Correction O Errors. A coment formwl|
docunent all failures of an Individual Functional/Regression Test
or System Regression Test. The Governnent will have one week to
provi de comments. Wthin 1 week after testing, the Governnent

w Il determ ne whet her a subtask/STR which failed testing should
be renoved fromthe rel ease or corrected. |If the Governnent
directs the contractor to correct the failed software for the
current release, the Governnment will determ ne which tests or
portions of a test will need to be rerun in order to validate the
change.

3.8.4.4.2 Recovery Procedure. The CGovernnent and the
contractor will jointly resolve any problens that may devel op
because of a test failure. |If the failure is caused by a hard-
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ware problem the contractor shall correct the problem The
Government will determne the point in the test plan at which
testing will be resuned. |[|f the cause of a subtask/STR failure
is due to a software error and can be easily corrected, updates
to the appropriate nodules shall be made and a new test build
generated. |If the failure is due to a conpilation or |inking
failure, a new conpile and link will be performed to produce
anot her test release. No partial conpilations or links are
acceptable for the test release. If a newtest build is made,
the Governnent will determ ne the point at which testing will be
resumed.

3.8.4.4.3 Change or Renpval of Subtask/STRs From the Rel ease.

If the failure cannot be easily corrected, the applicable

subt ask/ STR may be renoved fromthe rel ease with Governnent
approval. The contractor's Configuration Managenent (CM w |
remove the failed nodule(s) fromthe pronotion list. |If a

Subt ask/ STR is renmoved fromthe rel ease, the System Regression
Test, Post Rel ease Test, and Field Test shall be updated accor-
dingly. The Governnent wll determ ne the point at which testing
will be re-run

3.8.5 Post-Rel ease Testing.

3.8.5.1Ceneral. After the prerel ease software has been
successfully tested, a formal build tape/disk will be generated
which will incorporate all of the changes to be included in the
Formal Rel ease. The Formal Rel ease shall be free of all conpi-
lation and link errors. A file conparison program currently VM
DI FFERENCES, will be run to certify that the executabl e nodul es,
data files and command files in the Formal Rel ease are identical
to the nodul es which were used in the Test Rel ease.

3.8.5.2Description of Test. The contractor shall furnish for
Government review a Post Rel ease Test Plan. After a successful
conpilation and |inkage, a Formal Release will be installed in
the DE& facility. The Post Release Test will validate the
routi nes/procedures to automate the distribution of the software
inthe field, and the basic functionality of the Formal Rel ease.
The test wll exercise the basic SVIS services to verify that no
probl ens have devel oped as a result of the conpilation and |ink.
Al so, as part of the test, file conparison command wi |l be used
on all executable files, data files and script conmand files to
verify that no differences in the applications software exists
bet ween the Test Rel ease and the Formal Release. The test w |
be wi tnessed and approved by Governnent representatives.

3.8.5.3Test Failures and Recovery for Post Rel ease Tests.
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3.8.5.3.1 Detection/Correction O Errors. |[If the Post-Rel ease
Test has a software related failure, the failure will be inves-
tigated. The Governnment will determ ne whether to restart the
formal conpile or to return to the Test Rel ease phase.

3.8.5.3.2 | dentification of Wrk-around/ Recovery. Should a
failure occur during the Post-Rel ease phase, the Governnent and
the contractor will determne if the problem can be resol ved
through a work-around. |If a failure occurs in the software, but
does not prevent the basic operation of the SVIS system or cause
maj or system failure, the contractor, with Governnent approval,
shall open a STR for the problemand fix it in a future software
rel ease. |If the Governnent determ nes that the work-around
solution is unacceptable, then the release cycle will return to
the Test Rel ease phase.

3.8.6 Field Test. The field test is conducted as part of
software installation. See section 3.10.3.

3.9 File Managenent. A software source code contro

applications (currently DEC Code Managenent System (CM5) w || be
used to manage systemfiles and libraries. The contractor shal
manage systemfiles in accordance with the procedures of section
3.9, the procedures of the Programmer's Mai ntenance Manual (m nus
STR managenent and Di screpancy Reports), the Software Install a-
tion Manual, the contractor's approved Software Devel opnent Pl an,
and the contractor=s approved Configurati on Managenent Pl an.

3.9.1 Holding Library.

3.9.1.1Library Description. During the software devel opnent
cycle of a software build, the contractor shall establish and
mai ntain a holding library, (currently called D ark), to control
access to the files being nodified during the devel opnent. Wen
t he devel opnent is conplete and the approval cycle successfully
met, the software nodules fromthe holding library will be
pronoted to the release library. During the devel opnent cycle
the holding library is used to create a controlled directory

| ocation for the newly nodified or created nodules. Using the
Code Managenent System and contractor generated command fil es,
will assure the follow ng controls on nodul es being nodified for
a build:

(1) Only one engineer at a tinme can reserve (nodify) a
nodul e.

(2) Al nodul es associated with a change subtask/ STR wi ||
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be placed into a conmmon group. This differentiates nultiple
changes to the sanme nodul e.

(3) Wien a nodule is replaced into the holding |ibrary,
the engineer and CMw || be supplied with the SLOC count of the
nmodul e before and after the change and the code differences
between the old and new version of the nodule. These differences
al so supply another |evel of checking to assure that changes are
not | ost.

(4) Wen a test conpile is generated, the user wll be
pronmpted for a list of subtask/STRs (changes) to include into the
conpi l e.

3.9.1.2InterimRel ease Procedures. |f during the devel opnment
cycle of the next software rel ease, an enmergency software change
(STR/ Subtask) to the current rel ease nust be installed in the
field, the follow ng procedure shall be used to produce an
interimrel ease:

A new holding library will be generated so that the nodul es

af fected by the energency STR/ Subtask can be isolated fromthe
sof tware nodul es currently under devel opment for the next

rel ease. The affected nodules will be fetched fromthe current
CMVS release library. As changes are nade, the nodul es are
returned to the new library. Since a separate holding library is
bei ng used to support the energency STR/ Subtask, the software
effort for the interimrel ease and the next rel ease can continue
concurrently wthout interfering wwth each other. The system
conpilation is executed using the new |library and the CM basel i ne
software. Since the nodul es under devel opnment for the next

rel ease have not been pronoted and are |l ocated in a separate
holding library, the interimrel ease contains the current CM
basel i ne software and the updates to resolve the energency

STR/ Subt ask only. After the interimrel ease has been vali dated
for installation to the field, the affected nodul es are pronoted
to the CM baseline software. Mdules that were changed for the
interimrel ease and also are currently being devel oped for the
next rel ease shall be manually validated by the contractor to
insure that the interimrel ease changes are included in the
software for the next release. The Individual Regression Test

pl ans executed, the interimbuild will also be included in
testing associated wth the next rel ease.

3.10 Software Installation.

3.10.1 Overview. The installation process has three main
objectives. First, the installation nust be acconplished in a
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manner that will ensure m ninmumdisruption to the existing opera-
tional system Second, the installation process nmust be rigidly
controlled to reduce risks associated with certification of the
new rel ease. Finally, the CHECKSUM program nust be run w thout
inpairing the operational systemfor |ong periods and should
verify the validity of the software installed onto the system
Software shall be installed on the systemin accordance with
section 3.10, the SVIS Software Installation Manual, and the
contractor devel oped and Governnent approved procedures in the
Sof t ware Devel opnent Pl an and Confi guration Managenent Pl an.

3.10.2 Software Loadi ng Procedure. For each rel ease, the
contractor shall prepare, in the DE& facility, two sets of
installation disk packs. One set will be under CM control and
kept in the DE& facility; the other will be kept at the Hub.

The primary installation disk packs, created in the DE& facili-
ty, will be used to initially |oad the new rel ease. For
procedures on | oading software onto the SVIS system refer to the
SVTS Software Installation Manual .

3.10.3 Field Test

3.10.3.1 Purpose of Test. After the newrelease is installed in
the field the field test (m ninum servi ce checkout and broad-
cast) will validate the basic functionality of the installed
release. The test shall be witten using CDRL S008 and is due
for Governnent review two weeks prior to conducting the test.
The Governnment will have one week to review the Field Test Pl an.
The contractor shall correct any changes recomrended by the
Govern- nent within one week of the review The test will be
W t nessed and approved by Governnent representatives.

3.10.3.2 Description of Test. The test will exercise the basic
SVTS services to verify normal functioning of the release. As a
mnimm the field test wll consist of a six-site FW call and
six-site MLVT call. It shall include the addition and dele- tion
of sites. Specifically, it will test those functions in the
System Regression Test plan that require nore than three nodes.
The duration of the test should be kept to a mninmumto mnimze
system down tine. The contractor shall provide personnel at the
test sites and Hub in order to conduct the test.

Should a failure occur during the field testing, the Governnent
will determne if the problem prevents basic operation of the
SVTS system |If the determnation is made that the Fornal

Rel ease prevents the basic operation of the SVIS system the
previous release will be reinstalled at all sites, and the
testing cycle will return to a point in the Test Rel ease phase as
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determ ned by the Governnent to be appropriate.

3.10.4 Docunentation. One week after successful installation
and testing of the software in the field, a Version Description
Docunment (CDRL S003) and a test report shall be submtted to the
Governnment for approval. The test report will include a brief
description of the task, test preparation, test performance, test
results, and all the recorded comrents made during the testing.
The Software Test Report format is docunented in CDRL S009. The
Government wll have two weeks to review the docunentation. The
contractor shall have two weeks to update the docunentati on based
on Government reconmendations fromthe review
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ANNEX A
SECURE VI DEO TELECONFERENCI NG SYSTEM
CHANGE PROPOSAL FORVAT

| TEMS 1-16 ARE TO BE COWMPLETED BY THE ORI G NATOR

1. System Nanme - Enter the nanme of the systemto which this
report applies.

2. Title of Change - Enter a brief descriptive title indicating
t he purpose of the change.

3. Change Proposal Nunber - Use consecutive change proposal
nunbers beginning with the site nunber, type of change, cal endar
year, and site-specific sequence nunber (e.g., Site 2-ECP-87-1).
(The sane change nunber will be used for subsequent subm ssion of
t he same change proposal.)

4. Type of Change - Enter type of change: Engi neering Change
Proposal (ECP) or Software Change Proposal (SCP)

5. Change C assification (for ECPs only) - Enter the nane of
the organization initiating the proposal.

6. Oiginating Organization - Enter the nane of the
organi zation initiating the proposal.

7. Oiginator - Enter the nanme, address, telephone nunber, and
title of the individual submtting the proposal (originator's
signature nust appear in the signature block at the end of the
subm tted change proposal.)

8. Priority of Change - Enter priority of change (i.e.,
Enmer gency, Urgent, or Routine).

9. Descri ption of Change - Enter a description of the proposed
change in detail sufficient to permt ready identification and
eval uation. |ndicate whether the inpact of the change warrants
t he i ssuance of a new version of the software Configuration |Item
(a).

10. Description of Need for Change - Enter a conprehensive
description of the need or new capability the proposed change
intends to provide and include the justification for approving
t he change.

11. Recommended Sol ution - Provide the advantages and
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di sadvant ages of the various solutions considered and an anal ysis
show ng reasons for adopting the solution recommended, i ncl uding
an assessnment of the inpact if no solution is inplenmented. Enter
a detailed description of the recommended sol ution.

12. I npact Analysis - Describe the cost, schedule, and interface
inpacts if the solution is approved. Include the inpact on other
configuration itenms, integrated |ogistics support, security,
system resources, maintenance, and operations (e.g., manning,
training, and procedural considerations.) See appendix B for a
detail ed checklist of inpacts to be assessed. Docunentation
affected is addressed in item 19 bel ow.

13. Approval Need Date - Enter the date approval is required.

14. I nplenmenting Actions - Enter actions necessary to
i npl enent the approved change.

15. I nplenmenting organi zation - Enter the nanme of the
i npl ementi ng organi zation (proposed).

16. Inplenmentor - Enter the nane and tel ephone nunber of the
i ndi vi dual point of contact (proposed) who will be responsible
for ensuring the change is inplenented correctly.

17. Configuration Item (Cl) Nonenclature - Enter the specific C
nonmencl ature which identifies the Cl(s) nodified or affected by
t he proposed change. For hardware Cls, cite the unit nunber,
nodul e nane assenbly nunber, and subassenbly identifiers. For
software Cls, cite the processor (i.e., Node Control Processor,
Hub Control Processor, Wrd Processor) or termnal (i.e., User
Control Termnal), the CI conponent (file nane), and version
nunber .

18. Baseline(s) Affected - Enter the nane of all established or
controll ed baseline affected by this proposal (i.e., functional,
al l ocated, or product baseline for Pre-Mninmum Critical Services
(MCS) Initial Operational Capability (IOC Manual), MCS (ICOC -
Automatic), 1 0OC - Enhanced Full operational Capability (FQC).

19. Docunent ati on/ Specification Affected - Enter the name and
docunent nunber for all docunentation and draw ngs that woul d be
affected by this proposal.

20. Approval Authority - Cbtain the signature of the CMAG

Chai rman i ndicating approval or disapproval by the CMAG (The
Program Manager will ensure that the CMAG Chai rman's signature,
date, and disposition are reflected in the signature bl ock.)
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21. Certifying Authority - Qbtain the signature (and date) of
Network Certification Working G oup (NCAG5) representative
authorized to certify the site/system This signature indicates
that the site/systemis certified for continued operations based
on correct inplenentation and test of the approved change. (As
appropriate, the Program Manager will ensure that the certifying
authority's signature appears in the signature bl ock.)

22. Signature Bl ock
Subm tted by:
(Si gnat ure) (Dat e)
(Oiginator's typed nane and title)
Approved (or disapproved) by:

(Si gnat ure) (Dat e)
SSWG Chairman's typed nanme and title)

Certified by:*

(Si gnat ure) (Dat e)
(Certifier's typed nane and title)

* To be signed/certified by the systemcertifier only if the
proposed change has been approved by the SSW5 Chai r man.
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ANNEX B
| MPACT ANALYSI S CHECKLI ST

Thi s appendi x provides a checklist for the analysis of inpacts of
a proposed change. Inpact statenents will be prepared by the
originator and included as item 12 of the proposed change. Im
pact statenents will be considered in the evaluations and techni -
recommendations of the Principal Action Oficer (PAO and other
cal representatives involved in the change approval process.
Itenms suitable for inpact analysis include the foll ow ng:

a. Cost s

(1) Estimated equi pnent and software costs
(devel opnment or purchase).

(2) Estimated |ogistics support costs (include cost of
personnel , operator and mai ntenance training, spares and repair
parts for a specified period).

(3) Total estimated cost.

b. Benefits

(1) Quantifiable benefits (in terns of dollars).

(2) Qualitative benefits.

(3) Net cost/benefit relationship.

C. Schedul e

(1) Estimated production (devel opnent), delivery and
instal lati on schedul e.

(2) Inpacts on phased system devel opnent and
i npl enment ati on schedul e.

d. | nterface
(1) O her systens affected.
(2) Oher Configuration Itens (Cls) affected.

(3) Effects on perfornmance and functi onal
characteristics of other related systens of Cls.
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e. Security - Refer to the checklist provided in the
CHOSUN Network Certification Plan.

f. O her

(1) Effects on skills, manning, training, or human
engi neering design related to the CI to be changed as well as
other related systens or Cls.

((2) Effects on operational effectiveness. Exanples
are as foll ows:

(a) Required changes to data base paraneters,
val ues, or data base nmanagenent procedures.

(b) Estimated effects on program execution tinmne.

(c) Estimated net effect on availability of
excess nenory.

(d) Oher relevant inpacts on utilization of
conput er resources.

(3) Effects on the system devel opnent program
Exanpl es are as foll ows:

(a) Effects on conputer programredesign
testing, installation and checkout.

(b) Effects on system conponents still under
devel opnent .

(4) Effects on integrated |ogistic support elenents.
Exanpl es are as foll ows:

(a) Spares and repair parts that are changed,
nmodi fi ed, or obsolete.

(b) Mai ntenance concept and mai nt enance training
requirenents in ternms of training equipnent, trainers, and
training prograns for operator and mai ntenance courses.

(c) New, revised, obsolete, or additional test
support equi pnent and test procedures.
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ANNEX C
SOFTWARE TROUBLE REPORT PREPARATI ON | NSTRUCTI ONS

BLOCK/ TI TLE PREPARATI ON | NSTRUCTI ONS

a. Date. The date formis prepared (MV DD YY).

b. Category. Circle an appropriate category (S, D, E, or L):

Software Trouble (S): The software does not operate
according to supporting docunentation and the docunentation is
correct.

Docunentation Trouble (D): The software does not operate
according to supporting docunentation but the software operation
is correct.

Design Trouble (E): The software operates according to
supporting docunentation but a design deficiency exists. The
desi gn deficiency may not always result in a directly observabl e
oper ati onal synptom but possesses the potential of creating
troubl e.

Logi ¢ Trouble (L)
C. Priority. Circle appropriate priority (1 through 5):

(1) Error which prevents the acconplishnent of an
operational or mssion essential function in accordance with
official requirenents (e.g., causes a programstop, or Hub switch
shut down or failure, HCP crash) which prevents the operator's
acconpl i shnent of an operational or mssion essential function,
or jeopardi zes personnel safety.

(2) Error which affects the acconplishnment of an
operational or mssion essential function in accordance with
official requirenents for which no alternative work-around
solution exists; or which adversely affects the operator's
acconpl i shnent of an operational or m ssion essential function so
as to degrade performance and for which no alternative worKk-
around solution exists. (Note: Reloading or restarting the
software is not an acceptabl e work-around sol ution.)

(3) Error which affects the acconplishnment of an
operational or mssion essential function in accordance with
official requirenments for which there is a reasonable alternative
wor k- around sol ution; of which adversely affects the operator's
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acconpl i shnent of an operational or m ssion essential function so
as to degrade performance and for which there is a reasonable
alternative work-around solution. (See note under priority 2).

(4) Error which is an operator inconvenience or annoyance
and does not affect a required operational or m ssion essential
function.

(5 Al other errors.

d. STR Nunber. Filled in by System Software Configuration
Managenent .

e. Title. Enter a brief, but concise description of problem

f. Rel ated STR nunber. (if applicable)

g. Unit/Site. Enter unit or test site at which trouble was
det ect ed.
h. Ref erence Docunent. Enter official designation of docunent

whi ch provides the basis for determning a trouble exists.

i Function Affected. Identify the operational function of the
conponent affected by the trouble: HCP, NCP, UCT, or others.

] . Responsi bl e Modul e(s). Identify the conponent to which the
programer isolated the problem and conplete identification of

t he conponent, version, date, and any other significant conponent
identification data.

k. Oiginator. Enter printed name of individual originating
report.

1. Detection by. ldentify the problem by:

(1) User

(2) Programoffice

(3) Hub Controller

(4) Mai ntenance personnel

(5) Contractor's software team

(6) Contractor's hardware team
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m Tel /Ext. Enter tel ephone nunber of individual originating
report.

n. Run Tine. Enter the elapsed time (in hours/quarter hours)
fromprogramstart until trouble occurred.

0. Simul ation. Enter program equi pnents used to sinmulate
operational conditions. |Indicate tape reel nunber, if

appl i cabl e.

p. Probl em Dupli cated. Check (as applicable) duplication
attenpts/success/failures for software troubles.

YES NO NA

(1) During run

(2) New software

(3) After restart

(4) After reload
qg. System Status. Delineate any particul ar systeni subsystem
equi pnent states necessary to properly describe to system
environnent at the occurrence of the trouble that is not ade-

quately covered by previous blocks (e.g, alternate nodes or
speci al operations being conducted, etc.)

r. Techni cal Description of Approach. Describe the proposed
solutions for the specified processor and identify the inmages/
nodul es affected. Explain all assunptions made in generating the
solution, and the Iimtations inposed on the system by the

sol uti on.

S. Unit Modified/ SLOC Change. Ildentify all nodul es nodified
and the nunber of Source Lines of Code (SLOC) affected/ changed
for each nodul e.

t. Troubl e Description. Wite sentence defining the trouble,
t hen develop a word picture of the events |leading up to, and
coincident wwth, the problem Structure your statenent in order
that the programrer/test anal yst can duplicate the situation.
Cite equi pnent being used, an unusual configuration, etc. if
applicable, also indicates consoles on line, nodes, etc. Use
continuati on sheets, whenever required and fill in the page. of
at the top of the STR form attach the continuation sheet(s) to
the STR form
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u. STR St at us.
code nunber to indicate the current status of the STR

Enter the appropriate STR status/di sposition

status changes, enter the new status code nunber. Status code
nunbers are as foll ows:

1X -
11 -
12 -
13 -
14 -
15 -
16 -
17 -
2X -
21 -
and verifi

verificati

22 -
and verifi

23 -

24 -
required.

25 -
3X -

31 -
avai l abl e,

32 -
avai l abl e.

33 -

34 -

APPENDIX G

Under I nvestigation

Under investigation

Under Investigation, work around exists

Sof tware and Docunent ati on probl em

Sof t war e probl em

Docunent ati on Probl em

Previous software corrective action failed retest.
New Enhancenent

Probl em corrected, conplete update not avail abl e.
Source code corrected but requires inspection, test,
cation; docunentation updated but requires

ons.

Source code corrected but requires inspection, test,
cation.

Docunent ati on updated but requires verification.

Pat ch applied, a source code and docunentati on update

Pat ch avail abl e but not install ed.
Cl osed/ Fi xed

Corrected in source code and verified object code
docunent ati on updated and verified.

Corrected in source code and verified object code

Docunent ati on updated and verifi ed.

Pat ched - correction applied in field, awaiting
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official release.

35 - Not repeatable, reported to STR submtter.

36 - Invalid report of software trouble, reported to STR
subm tter.

37 - Qut-of-scope, reported to STR subm tter.

38 - Information only

39 - Corrected source code in operation

4x - M sc.

41 - Closed - Hardware fix corrected the problem

42 - Closed - User m sunderstandi ng of system operation - no

sof t ware change
43 - Qpen - awaiting hardware to test hardware related fi x.

44 - Closed - Closed with DI SA concurrence due to age of STR
and inability to reproduce or detect further problens.

45 - Problem resol ved wth procedural change.

V. Date STR status change. Enter a date to indicate current
status of STR (MM DD/ YY).

W. Date i npl enented. Enter date STR is inplenented (MV DD YY).

Z. QA sign-off. A signature by designated quality assurance
(QA) CGovernment representative authorizing inplenentation of the
corrective change(s) and certifying the correctness and

conpl eteness of the change(s).
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ANNEX D
REFERENCES

M L- STD- 498 Sof tware Devel opnment and Docunent ati on
M L- STD- 973, Confi gurati on Managenent
Networ k Control |l er Manual (S)
Node Operator Manual (S), 24 April 92
Programmer's Mai ntenance Manual ; 1 April 1988
Secure Video Tel econferencing System Network Security Oficer's
Security Guide (S), 15 March 1989
Software Installation Manual (10C-A), Final, Rev C, 20 FEB 90 (S
Sof tware Program Specifications, User Control Termnal (UCT), 1 OCT 91 (
Sof t ware Program Specifications, Hub Control Processor (HCP), VOL

| of I'l, 1 OCT 91 (S)
Sof t ware Program Specifications, Hub Control Processor
(HCP), VvOL Il of Il, 1 OCT 91 (9S)

Sof t ware Program Specifications, Node Control Processor
(NCP), 1 OCT 91 (9S)

Sof tware Program Specifications, Data and System Uilities, 1 OCT
91 (S

System Control |l er Manual (S), 20 May 92

System Interface Specifications, VOL | (Sections 1.0 - 3.0:
I ntroduction, External Interfaces, I|nter-Segnent
Interfaces), 26 JUN 86 w REV D, 12 NOV 87 (V)

System Interface Specifications, VOL Il (Section 4.0: Hub
Inter-Elenent Interfaces), 26 JUN 86 (U)

System Interface Specifications, VOL Il (Section 5.0: Node
Inter-Elenent Interfaces), 23 MAR 88, (S

System Interface Specifications, VOL IV (Section 6.0:

Commruni cations segnent Inter-Element Interfaces), 26 JUN 86 (U)

System Interface Specifications, VOL V (Section 7.0: ManMachi ne

Interfaces), 12 OCT 90 (S

System Summary Report, 16 MAY 86 (S)

SVTS Functional Elenments & Conponent Fl ow Chart

SVTS Network Security Manual (9S)

SVTS Techni cal Manual (S)

Techni cal controller Manual (9S)
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ANNEX E
ABBREVI ATI ONS

CCB Configuration Control Board

CDRL Contract Data Requirenents List

Cl Configuration Item

CM Confi gurati on Managenent

CVB Di gi tal Equi prment Corporation's Code Managenment System

CMNG Crisis Managenment Wbr ki ng G oup

COrS Commeri cal off-the-Shelf

DEC Di gital Equi prent Corporation

DE&I Desi gn Engi neering and Integration Labratory

DI SA Def ense I nformati on System Agency

ECP Engi neeri ng change Proposal

Hl SSO Hub I nformati on System Security officer

| FS System Interface Specification

NCWG Network Certification Wrking Goup

NI SSO Node I nformation System Security O ficer

NSA Nat i onal Security Agency

NSO Net work Security O ficer

PAO Principal Action Oficer

PMO Program Managenent O fice

SCN Speci fication Change Notice

SCP Sof t war e Change Proposal

SDF Sof tware Devel opnent Facility/ Software Devel opnent
Fol der

SSWG Si tuation Support Working G oup

STR Sof tware Troubl e Report

SVTS Secure Video Tel econferenci ng System
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